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C. Whois usingyourpersonal data?

e The University of Oxford?isthe “data controller" forthe information that we hold about you. This means
that we decide how to use it and are responsibleforlooking afteritin accordance with the GDPR.

e Accessto yourdata withinthe University will be provided to those who need toview itas part of their
workin carrying out the purposessetoutin Section F. Access will also be provided to any third parties that
we use to help organise and evaluate events. It will also be shared with the third parties described in
SectionH. Where we share your data with a third party, we will seek to share the minimum amount
necessary forthe agreed purpose.

D. Thetypes of data we hold about you

The information we hold about you mayinclude, butis notlimited to, the following:

e Personal details such as name, address, telephone number, email address, date of birth, legalsexand
genderidentity;

e Educationinformation, including yourschool(s), sixth form college(s), or universities, courses you have
completed, and results;

e Otherpersonal and socio-economicbackground information, such as (but not limited to): whetheryou
have beenin care, have caring responsibilities, have any dependents, your socio-economicclassification,
details of the occupation and education of your parents, stepparents or guardians, whetheryou have
received financial support during your studies (such as free school meals), whether you have experienced
estrangement; and whetheryou are or have been a refugee, stateless person oran asylum applicant;

e Yourfeedback onyourexperience, collected through surveys, focus groups and other activities;

e Dietary needs, medicalorreligious considerations;

e Informationaboutyouruse of our information and communications systems, including your
communication preferences and your website and systeminteraction (cookies and similartechnologies);

e Photographicdataorrecordings fromevents, teachingand learning, outreach activities, trainings or
research activities;

e Information gatheredthrough CCTV and building access information;

e Trusted contacts foremergencies (contact details you provideforaperson, such as a family member,
friend orguardian, who can be contacted onyour behalfinthe event of a serious emergency).

As part of this, we may process the following "special categories" of more sensitive personal data:

e Informationaboutyourrace or ethnicity, sexuality, and your religion and beliefs;
e Information aboutyourhealth, including any disability and/or medical conditions.

E. Howthe University Obtained Your Data

We obtained this datawhen you enquired about events/activities organised by the University (including its
Departments and Faculties®) and/orthe Colleges. Information about your ethnicityis a special category of
more sensitive personal dataand will only be held when necessary.

We collect the vast majority of the information directly from you.

We may also use information aboutyou that we collectfromthird parties, including the Office for Students
(OfS -www.officeforstudents.org.uk), the Higher Education Statistics Agency (HESA - www.hesa.ac.uk), the
University and Colleges Admissions Service (UCAS - www.ucas.com), the Department for Education (DfE -
www.education.gov.uk), Skills Funding Agency (SFA —www.skillsfundingagency.bis.gov.uk) and ACORN
(www.acorn.caci.co.uk). Thisinformation may contain statistics about the areain which you live, forexample,
how many people fromyourareago on to highereducation. Datafromthese sources willalso allow us to track

2 The University’s legal titleis the Chancellor, Masters and Scholars of the University of Oxford

3 Departments and Faculties deliver particular study subjectareas.
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your own educational journey from school to higher education, forexample, which universityyou end up at
and whattype of degree you obtain.

We may also collect additional information from third parties, including colleges, formerschools and higher
education institutions and their staff, and government departments and agencies, orinformation whichisin
the publicdomain.

F. HowtheUniversity Uses Your Data

We use yourdata for a numberof purposes connected with your studies, including, but notlimited, to the
provision of:

e outreach activities, including registering and determining eligibility;

e monitoring and evaluating the effectiveness of our sessions, outreach programmes, admissions and the
student experience;

e producingstatistics, including event application and participation numbers, and participant outcomes;

e tracking future outcomes of event participants, including applications to the University and other Higher
Education Institutions;

e welfare and pastoral supportincluding ensuring the health and safety of students, staff and others;

o financial support; and

e researchrelated administration to support our equality responsibilities, quality assurance and planning
processes.

If you have supplied personal information for the purpose of an outreach activity organised by the University
of Oxford (“the University”) and/ orits Colleges, we may add some of your data to the Higher Education Access
Tracker database (HEAT www.heat.ac.uk), which we use to record information about our outreach activities
and those who take partinthem. HEAT is a shared database used by a variety of organisations to identify
which activities are most helpful in preparing students for higher education and progressing to employment.
Users include the University, its colleges, student organisations, educational charities and relevant public
bodies (e.g. UCAS). The dataadded to HEAT comprises your personal details (name, gender, date of birth,
postcode and school) and the events oractivitiesin which you have engaged with. You can read further details
abouthow yourdata on HEAT is used here: https://heat.ac.uk/privacy-notice/

We setout below those circumstances where itis necessary for us to use your data. (These circumstances are
not mutually exclusive; we may use the same information under more than one heading.)

F1. Whereitis necessary to meeta task in the publicinterest

We will use your datato processyour application and/or registeryou as a participantin an outreach eventor
activity.

Usingyour data is necessary fortasks that we carry out in the publicinterest (promoting and widening access
to Higher Education) and to meetourlegitimate interests in promoting applications to the University from
under-represented groups.

Information processed underthis headingincludes, butis not limited to, the datalistedin SectionD.
F2. Where we need to comply with a legal obligation

Information processed for this purpose includes, butis notlimited to, information relating to the monitoring of
equal opportunities and information provided to regulatory bodies including the Office for Students.

F3. Where it is necessary to meetour legitimate interests

We needto process yourdata in orderto meetourlegitimate interestsin promoting applications to the
university. Examplesinclude, butare notlimited to, the following:
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e inorderto meetourlegitimate interests in safeguarding and welfare of participants and any
associated staff and facilitating the efficient operation of ouractivities.
e we may use email addressestosendinformation about outreach opportunities, and other university-
related activities that may be of interesttoyou;

F4. Where we have your consent

There may be situations where we ask foryour consentto process your data, e.g. where we ask you to
volunteerinformation aboutyourself forasurvey or where we ask for your permissionto share sensitive
information. We willalso seek your consent:

e when providing aRelease Formto utiliseany audio-visual contentin our own materials;
e tosenduniversity marketing information that may be of interesttoyou;
e tomeetanyrequirements (accommodation, dietary, religious practices).

We only process your data forthis purpose when you have given us your consentto do so.
Change of purpose

We will only process your personal dataforthe purposes forwhich we collected it, unless we reasonably
considerthatwe needto useitfor anotherrelated reason, and thatreasonis compatible with the original
purpose. If we need to use your data foran unrelated purpose, we will seek your consentto use itfor that new
purpose.

Please note that we may process your data without your knowledge or consent, where thisis required or
permitted by law.

G. Special Category Data

Special category datarequire ahigherlevel of protection. Listed below are examples of processing activities
that we regularly undertake inrespect of these types of data. Inadditiontothe activitieslisted below, it may
sometimes be necessary to process this sort of information for exceptional reasons, forexample, becauseitis
necessary to protect your vital interests (includingin relation to health and safety) or those of another person
or for safeguarding purposes.

G1. Health (Including disability)

We will process data about yourhealth where itis necessary to make reasonable adjustments for disability
and/orto monitorequal opportunities. Processing of this nature is necessary to meet contractual or other
legal obligations. We may also process data about your healthin accordance with the terms of our contract
withyou, to protect our legitimateinterests and/orto comply with legal obligations There may be limited
circumstances where your health and safety, or that of others, is at serious risk where your health data may
needtobe shared whetherornotyou have given consent (subject to data minimisation, limiting recipients of
such data to those people oragencies able to assist (e.g. NHS oremergency services staff) or
pseudonymisation of your datawhere possible). Examples of these limited circumstances include: (a) Where
you are at risk of causing serious harm to yourself or others (e.g. threats orattempts at suicide orviolence to
yourself orothers) and (b) as a result of testing positivefor aseriousinfectiousillness where urgent health and
safety measures must be taken.

G2. Racial or ethnic origin, sexual orientation, and religion and beliefs

Data about yourracial and ethnicorigin, religion and beliefs, and sexual orientation will only be processed
when necessary, includingin ordertoidentify youreligibility for certain opportunities in accordance with your
consent, and/orwhere we needto processitin orderto meetour statutory obligations underequality and/or
otherlegislation. We may also process data about your racial or ethnicorigin, sexual orientation, and/or
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religious belief in accordance with our publictaskinincreasing equality of educational opportunities. This
processingis considered to meetasubstantial publicinterest, and willbe subject to suitable safeguards.

H. DataSharingwith Third Parties

In orderto perform our contractual and otherlegal responsibilities or purposes, we may, fromtime totime,
need to share yourinformation with the following types of organisation:

e Colleges, University Faculties and Departments;

e Collaborative Provisions (or partnerships), e.g. with other higher education institutions or community
groups;

e External organisations offering University-sponsored services, including student surveys;

e your refereesorothers we contact in connection with verifying information;

e othereducationalinstitutions orentities;

o The HigherEducation Access Tracker (HEAT) and its users to help determinewhetherouractivities are
helping participants move on from school into Higher Education and employment.

o The HigherEducation Statistics Agency (HESA). HESA uses your data to provide information on higher
education and shares your data with publicauthorities to carry out statutory or publicfunctions. Further
information on how HESA uses this data is available from the HESA website;

e Contractors engaged forhealth and safety purposes to advise on protection of your health, and/or that of
others, during any pandemic (including Covid-19), epidemicorlocal health emergency (e.g. contractors
engagedintestingandtracingor in implementing consequential health and safety measures.)

Where informationis shared with third parties, we will seek to share the minimum amount necessary. For
example, we mayin appropriate cases share only your student number and not your name (thisis known as
pseudonymisation).

All third-party service providers that process data on our behalf are required to take appropriate security
measuresto protect your data inline with our policies. We do not allow them to use your data fortheirown
purposes. We permitthemto process yourdata only for specified purposes and in accordance with our
instructions.

|. Transfersof Your DataOverseas

There may be occasions when we transferyour data overseas, forexample, if we communicate with you using
a cloud-based service provider that operates outside the EEA. Such transfers will only take place if one of the
following applies:

e thecountry receivingthe datais considered by the UK to provide an adequate level of data protection;

e theorganisationreceivingthe datais covered by an arrangement recognised by the UK as providingan
adequate standard of data protection;

e thetransferisgovernedbyapproved contractual clauses;

e thetransferhas yourconsent;

e thetransferisnecessaryforthe performance of a contract with you or to take steps requested by you
priorto enteringinto that contract;

o thetransferisnecessaryforthe performance of a contract with anotherperson, whichisinyourinte rests;

e thetransferisnecessaryinorderto protectyour vital interests or of those of other persons, where you or
other personsare incapable of giving consent;

o thetransferisnecessaryforthe exercise of legal claims; or

e thetransferisnecessary forimportantreasonsof publicinterest.
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J. DataSecurity

We have putin place measures to protect the security of yourinformation. Details of these measures are
available from the University’s Information Security website.

Third parties that process data on our behalf will do so only on our instructions and where they have agreed to
keepitsecure.

K. Retention Period

We will retainyourdataonly foras longas we needitto meetour purposes, including any relatingto legal,
accounting, or reporting requirements.

e Allcontacts withoutan associated enquiry record from the last two years will be deleted.
e Datarequiredforadministratinginterventionsis keptforfive years.
e Local systemdatawill be retainedforfive years.

In orderto conduct long-term evaluation, tracking and research about access to Higher Education, we will
retain some of your key personal information:

e Studentswith permissiontotrack and a complete record will be retained for 15 years from when their
HE ready yearindicatestheyare able toenter HE.

Consentforms and teacher contacts are kept permanently and deleted onrequest.

Afterthese periods, any personalinformation will be removed from our records, but we may continue to
retain and process yourinformationinananonymised form.

L. YourRights

Under certain circumstances, by law you have the right to:

e Requestaccesstoyour data (commonly known as a “subjectaccess request"). This enables youtoreceive
a copy of your data and to check that we are lawfully processingit.

e Requestcorrection of yourdata. This enables you to ask us to correct any incompleteorinaccurate
information we hold about you.

e Requesterasure of yourdata. This enablesyoutoask us to delete orremove yourdataundercertain
circumstances, forexample, if you considerthatthere is no good reason for us continuingto processit.
You also have the right to ask us to delete or remove your datawhere you have exercised yourright to
objectto processing (see below).

e Objectto processing of your data where we are processingit meetour publicinterest tasks orlegitimate
interests (orthose of a third party) and there is something about your particular situation which makes
you want to objectto processingon this ground. You also have the right to object where we are processing
your data for direct marketing purposes.

e Requestthe restriction of processing of your data. This enables you to ask us to suspend the processing of
your data, for example if you want us to establishits accuracy or the reason for processingit.

o Requestthe transferof yourdata to another party.

Dependingonthe circumstances and the nature of your requestit may not be possible forus to do what you
have asked, forexample, where there is a statutory or contractual requirement for us to process your data and
it would notbe possible to fulfil ourlegal obligations if we were to stop. However, where you have consented
to the processing, you can withdraw your consent at any time by emailing the relevant department. In this
event, we will stop the processing as soon as we can. If you choose to withdraw consentit will notinvalidate
past processing. Furtherinformation onyourrightsis available from the Information Commissioner’s Office
(1CO).
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If you wantto exercise any of the rights described above, or are dissatisfied with the way we have used your
information, please contact the University’s Information Compliance Team at
data.protection@admin.ox.ac.uk. The same email address may be used to contact the University’s Data
Protection Officer. We will seekto deal with yourrequest without undue delay, andinany eventinaccordance
with the requirements of the GDPR. Please note that we may keep a record of your communications to help us
resolve anyissues whichyou raise.

If you remain dissatisfied, you have the right to lodge a complaint with the ICO at https://ico.org.uk/concerns/.

M. Keeping Your Data Up-to-Date

We may check with you that your personal datais up-to-date. Thisisimportantin enabling us to be certain
that the data we hold aboutyou is accurate and current.

N. Changesto this Privacy Policy

We reserve the rightto update this privacy policy atany time, and will publish the currentversion onthe
website. The active policy at the time of collection will be applied to your data.
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